MARKET

RANADR

1 \\LJ/\a\s

Omdia Market
Radar: Al-Assisted
Software

Development,

..........
.......
.

°
OMDIAN
Brought to you by Informa Tech



_f) M DI A Omdia Market Radar: Al-Assisted Software 01

Development, 2023-24

Summary

Catalyst

In the space of one year since the launch of ChatGPT in November 2022, the market and appetite for using
generative artificial intelligence (GenAl) based on large language models (LLMs) have grown enormously. In
this report, Omdia examines the impact of this technology on Al-assisted software development. This field
has a history going back to the rise of machine learning (ML) in the last decade with a startup market in-
code assistant tools, some open source, and some spinoffs from academia. As GenAl and LLM became
available, some of these startups were able to adopt this technology while new players appeared on the
market to capture the opportunity. Al is being used in software engineering for code generation, code
assistant (pair programmer), testing and debugging, security inspecting, quality checking, and more.

Omdia view

The explosion of interest in LLMs reflects the high quality of the human-machine interfaces, knowledge, and
expertise provided by these models. This step change in quality improvement has also impacted software
development, especially when it was realized that ChatGPT could act as a code assistant. Notably, the
application of Al to coding has been in the market for some years. For example, GitHub Copilot was first
launched in October 2021, and Codex (its LLM) is based on OpenAl GPT-3.

A previous Omdia report, Generative Al: The impact of Al-based autocoding on software development,
looked at what the technology was capable of and identified the many Al code assistant tools available in
the free open-source market, as well as some commercial products. And Omdia Universe: No Code, Low
Code Solutions, 2023-24 examined enterprise development solutions for citizen developers, all of which
make use of Al. In this market landscape, Omdia examines in greater depth the Al-assisted coding tools
market, a market that is rapidly evolving. The analysis in this report provides a snapshot of what is available
today and points to where this market is heading. Omdia believes the trend is for greater capability and
higher accuracy, based on reviews of academic research published and analysis of leading products on the
market.

The products reviewed in this report have been built with great care in the selection of data used to train
the Al models. The vendors can vouch that no license has been violated using the training data. They have
also given much attention to ensuring high quality outputs and a reduction in the presence of
“hallucinations,” the euphemism used in the industry for errors. Of much interest to enterprises is the
capability to augment a vendor product with private data (from code to documents) to enhance the
relevancy of the output to the unique needs of the organization. Ultimately, Omdia still recommends a
human-in-the-loop: the presence of humans to check generated output.

Key messages

e Al-assisted software development is a rapidly evolving market, with both startups and
established technology vendors involved.

e The impact of OpenAl’s technology has boosted the market for Al-assisted software
development.
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e The market players today are mostly agnostic to the foundation LLM they use, picking the best
models for the given tasks.

e The range of tasks that Al-based code assistants can take on covers the whole software
development lifecycle (SDLC).

e Omdia’s review of academic research on popular LLMs such as GPT-4 and ChatGPT shows that
these can offer useful assistance to developers, but generated outputs need to be carefully
evaluated.

e Omdia believes that the use of Al-based code assistants has reached a level of proficiency such
that enterprises not using this technology will be at a disadvantage.

Recommendations

Recommendations for enterprises

The review of academic research on the foundation models such as GPT-4 and services such as ChatGPT
indicates benefits from their use; however, users must evaluate the output and not assume the generated
code is always correct. To increase the accuracy of this technology and ensure that developers can use this
technology safely and without violating license rules in the data used to train the models, there is a need to
add layers on top of the foundation model. For enterprises focused on business, building your own code
assistant is not recommended.

Omdia recommends that enterprises explore the tools on the market, such as the ones reviewed here, that
remove the necessity and burden of building these safety and enhancement layers. Being able to add your
own private corpus to the tool is a differentiator, and it is one that ensures direct relevancy for the
development work carried out in your organization.

Omdia has talked to large enterprises that are already into their third generation of using this technology to
improve the productivity of their developers. Moreover, Omdia’s previous report, Generative Al: The impact
of Al-based autocoding on software development, showed that most developers are in favor of and enjoy
using this technology. Our message for enterprises is not to be left behind; this technology is now a
permanent part of the landscape.

Recommendations for vendors

Omdia sees that every major public cloud provider can now offer Al-assisted code development in one form
or another, from no-code development to assisting professional developers. There is competition to bring
developers to these clouds, and major differentiators involve the upholding of training data licensing rules,
the quality and accuracy of the generated output, and the prevention of insecure code. Omdia’s review of
academic research showed that ChatGPT is rather poor in stopping simple bugs from being passed on from
the training corpus and into generated code. While ChatGPT is not to be compared with the products under
review here, ensuring secure code generation is an important differentiator.

For all the players in this market, a key differentiator is not locking in developers to the host platform and
enabling generated applications to run anywhere. Some vendors take the view that they will be open to
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using the best LLM available on the market and taking advantage of progress in a rapidly evolving field while
adding layers to ensure the generated output is compliant with their standards. Other vendors prefer to
develop their own LLM, as they are concerned about what data is used to train the model and want full
control over that process. There are pros and cons to both approaches. Realistically, building your own
state-of-the-art LLM is an option that is only open to vendors with significant resources.

Market analysis

Introduction

The key events leading up to the current wave of foundation LLMs were

e The release of the transformer architecture deep neural network in 2017 by a team from Google

e The release of the first generative pre-trained transformer (GPT) LLM by OpenAl in 2018, which,
as the name implies, is based on the transformer architecture.

LLM research in the tech sector subsequently took off. Public awareness went exponential, however, with
the release of ChatGPT on November 30, 2022. OpenAl’s most recent GPT is version 4, which feeds the
ChatGPT Enterprise edition, while free access ChatGPT has been unchanged since its launch and is powered
by GPT version 3.5. Since then, the market for LLMs has grown enormously. Hugging Face (huggingface.co),
the repository of ML models and datasets, has more than 16,000 text generation models, and new LLMs are
added each week.

The possibility of using LLM-based Al for code generation was picked up by ChatGPT users who were
surprised to find this capability. This has led to a rise in specific code assistance tools based on LLMs. For
example, GitHub Copilot became trained on Codex, OpenAl’s code generation Al model that uses OpenAl’s
LLM model GPT.

The application of Al to code assistance has been ongoing for the last decade, with a focus on assisting
professional developers. The no-code, low-code (NCLC) tool market, which targets citizen developers, has
also been using Al for some years. (See the Omdia Universe on NCLC software development.) Now, LLM-
based Al has become a major disrupter in the NCLC tools market and is powering a new generation of code
assistance tools aimed at developers of all grades.

Accuracy, compliance, and security are important

One of the issues affecting LLMs is their accuracy. Although their output is for general public use (e.g., as a
source of information), the output should always be inspected carefully by a human. Enterprise use of this
technology carries additional risk. Enterprises take great care to ensure a good reputation in the market,
and careless use of LLM output could harm and tarnish their brand. Ensuring that output is safe and of high
quality requires safeguards and filters and is best carried out by a vendor whose job it is to produce a safe
product. It becomes a burden for an enterprise to conduct this task, which is why Omdia recommends
looking at the products in the market, such as the ones reviewed in this report.

It is not just accuracy that is a matter of concern, but also ensuring that the code used to train the model
has not violated the code’s license. Even where code licenses are friendly for code reuse in commercial
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products, any direct copy of code, which could emerge in generated code, requires the source to be
attributed. Compliance is, therefore, an important matter. There is also the efficacy of the model in
preventing security holes and bugs from seeping through into generated code from bad training data.
Having control over the model training and vetting training data have clear advantages.

Figure 1: Feature heatmap of vendor products for Al-assisted software development — part 1
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Figure 2: Feature heatmap of vendor products for Al-assisted software development — part 2
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The range of applications in Al-assisted software development spans every aspect of the SDLC. In this
report, Omdia highlighted the following when reviewing the products included here:

e |deation and design

e Requirements

e Change and configuration
e Development

e Testing

e Build

e Deployment

e Maintenance, operations, and upgrades

© 2024 Omdia. All rights reserved. Unauthorized reproduction prohibited.


https://omdia.tech.informa.com/-/media/tech/omdia/assetfamily/2024/01/12/omdia-market-radar-aiassisted-software-development-202324/assetfamily004.png
https://omdia.tech.informa.com/-/media/tech/omdia/assetfamily/2024/01/12/omdia-market-radar-aiassisted-software-development-202324/assetfamily004.png

_f) M DI A Omdia Market Radar: Al-Assisted Software 06

Development, 2023-24

e Ticketing and defect management

e Knowledge base and collaboration

In Figures 1 and 2, Omdia reviews products from two cloud hyperscalers, Amazon Web Services (AWS) and
Google Cloud Platform (GCP), two products from leading open-source code repositories (that also feature a
lot more), and four products from startups in this space. The figure heatmaps are not meant to rank
products in any way, but rather, to help identify the features relevant for the user and, on that basis, select
the right tool for their needs. In Figure 1, Omdia identifies the principal use cases, showing that some tools
are specific and only designed for one key task, such as testing.

GenAl is impacting developer forums

The potential impact of GenAl on productivity gains for software developers was examined in the case of
problem-solving by Quentin Gallea in his white paper, From Mundane to Meaningful: Al’s Influence on Work
Dynamics - evidence from ChatGPT and Stack Overflow (see Further reading for links to all the papers
discussed in this report). Gallea found that from the moment of ChatGPT’s first release on November 30,
2022, there was a drop in the number of questions posted on Stack Overflow. Omdia performed its own
analysis using Stack Overflow trends to look at several programming languages (see Figure 3).

All the languages except Python showed a gentle decline in queries leading up to the launch of ChatGPT;
however, the decline accelerated after the launch, and Python queries showed a sharp drop. Gallea also
found that the questions posted after the ChatGPT launch were better documented and the nature of the
guestions more complex.

Figure 3: Stack Overflow trends — red vertical indicates the launch of ChatGPT
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Vendor product overview

The product reviewed here are suitable for enterprise-grade application development, such as supporting
single sign-on, governance, and secure access.

GitLab Duo

Product website: https.//about.gitlab.com/gitlab-duo/

GitLab is one of the leading open software repositories in the market that does a lot more, such as providing
DevOps facilities. GitLab Duo is its portfolio of Al-assisted tools that apply throughout the SDLC. GitLab
places an emphasis on respecting user privacy and being transparent in how it operates. In its selection of Al
technology, it is agnostic to the models adopted and will use what it considers the best model for each use
case. The Al assistance is integrated throughout the SDLC pipeline built into GitLab.

Software developers face greater complexity and hurdles today in producing code:

e There is a need to build in application security, including enforcing standards and triaging
security vulnerabilities

e The lack of testing results in quality issues

e Context switching across tools reduces productivity

To address these challenges, GitLab is leveraging Al to help companies ship secure software faster and
shorten the development lifecycle. GitLab is a comprehensive DevSecOps platform that operates
throughout the SDLC and is powered by Al (see Figure 5).

1. Figure 5: GitLab Duo Al-powered DevSecOps workflows

Developing Improving Taking charge Securing Facilitating
Features Quality of CI/CD Applications Collaboration

P anguaqge

Explain Explain Code

v abillity

g t A Fix For
Summarize N Failed Tests Suggest Reviewers
Review

&) GitLab Chat

Source: GitLab

According to GitLab, 95% of C-levels and vice presidents in organizations said that privacy and protection of
intellectual property are important when evaluating an Al tool/feature (for the survey, see 2023 Global
DevSecOps Report: The State of Al in Software Development, available from GitLab). To ensure privacy,
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GitLab does not let its Al retain user data in any way and does not use client code to train its models. To be
fully transparent in how Al is used, GitLab publicly shares documentation describing all Al models used by
GitLab Duo and how its codebase is used.

GitLab makes these assurances:

e Anything the customer communicates to and from the Al models is data that remains private.

e For code suggestions, GitLab and its partners never use private or non-private GitLab customer
data as training data.

GitLab has an Al gateway that is model agnostic, so users can route to any model in the market. (In the
future, users will be able to bring their own models.) GitLab has a model validation team that evaluates
models at scale, using different prompts and contexts and measuring similarity scores (i.e., running known
tasks to see how a model performs against these standards and measuring performance). It can then assess
any new model that emerges in the market against its standard, well-defined use cases to see how well they
perform. Any model or product that performs exceptionally well becomes an opportunity for GitLab to use
that model. Currently, GitLab uses models from Google and Anthropic to power GitLab Duo. Users cannot
currently update or fine-tune those models with their own private data for use internally. This, however, is
on the roadmap.

GitLab is a single application where all the components and modules are integrated into one SDLC pipeline,
with security guardrails consistently applied throughout. When GitLab looked at where developers were
spending their time, it was only 25% on coding, and 75% was taken up by other necessary tasks: planning,
onboarding, testing, documentation, and security. Therefore, GitLab applies Al to all these tasks, not just
code generation assistance.

The SDLC value stream is supported by a single data store, including the code repository, with Al applied as
follows:

e Plan and create: In planning GitLab, Duo allows GenAl to populate agile epic and story features.
A key benefit is when a long comment thread develops in discussions around features for which
it is difficult for product managers to keep up to date with conclusions. Duo GenAl can
summarize these threads and provide a concise view. This summary is open to anyone on the
team to keep up to date with work.

¢ Integrate and verify:
— Code suggestions: Duo can make code suggestions, generating code as developers type.
Duo can autocomplete code as it is typed and also generate whole blocks of code.

- Code explanation: Stakeholders in the organization taking part in the application review
can ask Duo Explanation using natural language to explain what the code does.

- Suggested reviewers: When code is merged, Duo has a Suggest Reviewers feature. This
is valuable to new developers to help speed up the process and ensure high quality
reviews. For large open-source distributed development projects, this is particularly
useful, as these developers are typically not co-located and have less direct human
contact.

- Test generation: Duo can generate tests and documentation, for example, summarizing
what is within a merge request.
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e Deploy and operate: Duo can perform root-cause analysis to determine causes of failed
continuous integration/continuous delivery builds.

e Security and governance: Al-powered automation for vulnerability summary, explaining
vulnerabilities and recommendations on how to prevent them. There is a code review summary
to improve collaborations among developers, security, and operations.

Code Suggestions supports 14 development languages and also infrastructure files, including Google Cloud
CLI, Kubernetes resource model (KRM), and Terraform. IDE support includes VS Code, GitLab WeblIDE,
Microsoft Visual Studio, JetBrains IDEs, Neovim, and Android Studio. This feature will go GA on December
21, 2023.

GitLab also offers Duo Chat, where developers can ask questions directly to Chat rather than perform
searches for information. Chat coverage includes how to use GitLab; questions about an issue, a feature, or
a merge request; and questions about code and how users can perform a continuous conversation.

Appendix

Methodology

This report draws on the author’s extensive knowledge in the field of Al, as well as on expert knowledge
from the Omdia Al research team. The vendors assessed in this report were surveyed with a questionnaire,
and briefings were conducted with a sample of the vendors.

Further reading

Generative Al: The impact of Al-based autocoding on software development (March 2023)

Omdia Universe: No Code, Low Code Solutions, 2023—-24 (September 2023)

Cheng, L., Li, X. and Bing, L., Is GPT-4 a Good Data Analyst?, arXiv (October 2023)

Gallea, Q., From Mundane to Meaningful: Al’s Influence on Work Dynamics - evidence from ChatGPT and
Stack Overflow, arXiv (August 2023)

Gordon, A. D. et al., Co-audit: tools to help humans double-check Al-generated content, arXiv (October 2023)

Jesse, K. et al., Large Lanquage Models and Simple, Stupid Bugs, arXiv (March 2023)

Karampatsis, R.M. and Sutton, C., How Often Do Single-Statement Bugs Occur? The ManySStuBs4J Dataset,
in Proceedings of the 17th International Conference on Mining Software Repositories (2020)

Khoury, R. et al., How Secure is Code Generated by ChatGPT?, arXiv (April 2023)

Liu, Y. et al., Refining ChatGPT-Generated Code: Characterizing and Mitigating Code Quality Issues, arXiv
(December 2023)

Luo, Y., Tang, J. and Li, G., nvBench: A Large-Scale Synthesized Dataset for Cross-Domain Natural Language
to Visualization Task, arXiv (December 2021)

© 2024 Omdia. All rights reserved. Unauthorized reproduction prohibited.


https://omdia.tech.informa.com/OM029805/Generative-AI-The-impact-of-AI-based-autocoding-on-software-development
https://omdia.tech.informa.com/OM032813/Omdia-Universe-No-Code-Low-Code-Solutions-202324
https://arxiv.org/abs/2305.15038
https://arxiv.org/abs/2308.11302
https://arxiv.org/abs/2308.11302
https://arxiv.org/abs/2310.01297
https://arxiv.org/abs/2303.11455
https://www.computer.org/csdl/proceedings/msr/2020/1O8eIbEtSow
https://arxiv.org/abs/2304.09655
https://arxiv.org/abs/2307.12596
https://arxiv.org/abs/2112.12926
https://arxiv.org/abs/2112.12926

_f) M 'JI A Omdia Market Radar: Al-Assisted Software 10

Development, 2023-24

Murali, V. et al., CodeCompose: A Large-Scale Industrial Deployment of Al-assisted Code Authoring, (May
2023)

Papineni, K. et al., BLEU: a Method for Automatic Evaluation of Machine Translation, in Proceedings of the
40th Annual Meeting of the Association for Computational Linguistics (ACL) (July 2002)

Poldrack, R.A. et al., Al-assisted coding: Experiments with GPT-4, arXiv (April 2023)

Zelikman, E. et al., Self-Taught Optimizer (STOP): Recursively Self-Improving Code Generation, (October
2023)

Author

Michael Azoff, Chief Analyst, Cloud and Data Center Practice

askananalyst@omdia.com mailto:michael.azoff@omdia.com

© 2024 Omdia. All rights reserved. Unauthorized reproduction prohibited.


https://arxiv.org/abs/2305.12050
https://aclanthology.org/P02-1040/
https://arxiv.org/abs/2304.13187
https://arxiv.org/abs/2310.02304
mailto:askananalyst@omdia.com
mailto:michael.azoff@omdia.com

_f) M DI A Omdia Market Radar: Al-Assisted Software 11

Development, 2023-24

Citation policy

Request external citation and usage of Omdia research and data via citations@omdia.com.

Omdia consulting

We hope that this analysis will help you make informed and imaginative business decisions. If you have
further requirements, Omdia’s consulting team may be able to help you. For more information about
Omdia’s consulting capabilities, please contact us directly at consulting@omdia.com.

Copyright notice and disclaimer

The Omdia research, data and information referenced herein (the “Omdia Materials”) are the copyrighted
property of Informa Tech and its subsidiaries or affiliates (together “Informa Tech”) or its third party data
providers and represent data, research, opinions, or viewpoints published by Informa Tech, and are not
representations of fact.

The Omdia Materials reflect information and opinions from the original publication date and not from the
date of this document. The information and opinions expressed in the Omdia Materials are subject to
change without notice and Informa Tech does not have any duty or responsibility to update the Omdia
Materials or this publication as a result.

Omdia Materials are delivered on an “as-is” and “as-available” basis. No representation or warranty,
express or implied, is made as to the fairness, accuracy, completeness, or correctness of the information,
opinions, and conclusions contained in Omdia Materials.

To the maximum extent permitted by law, Informa Tech and its affiliates, officers, directors, employees,
agents, and third party data providers disclaim any liability (including, without limitation, any liability arising
from fault or negligence) as to the accuracy or completeness or use of the Omdia Materials. Informa Tech
will not, under any circumstance whatsoever, be liable for any trading, investment, commercial, or other
decisions based on or made in reliance of the Omdia Materials.

CONTACT US
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askananalyst@omdia.com
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